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Original Classifications 

6 380/239 

4 705/51 
3 705/54 

3 713/192 
2 380/237 
2 380/240 
2 380/280 
2 705/57 
2 713/184 
2 713/190 
2 713/201 

2 713/202 

cross-Ref erence Cl assi f i cati ons 

6 380/241 

5 713/193 

4 380/277 
4 380/45 
4 705/57 

4 713/181 

3 380/201 
3 380/202 
3 380/210 
3 380/239 
3 380/279 
3 380/30 
3 705/1 

3 705/51 

3 705/53 

3 705/59 
2 380/231 
2 380/240 
2 380/262 
2 380/269 
2 380/278 
2 380/280 
2 380/281 
2 380/29 
2 380/44 
2 455/45 
2 705/52 
2 705/58 
2 713/155 
2 713/161 
2 713/165 
2 713/166 
2 713/171 
2 713/187 
2 713/194 

Combined classifications 

9 380/239 

7 705/51 

6 380/241 
6 705/57 

5 713/193 

4 380/202 
4 380/240 
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4 380/277 

4 380/280 

4 380/30 

4 380/45 

4 705/54 

4 713/181 

3 380/201 

3 380/210 

3 380/278 

3 380/279 

3 380/29 

3 705/1 

3 705/53 

3 705/59 

3 713/190 

3 713/192 

3 713/201 

2 380/231 

2 380/237 

2 380/262 

2 380/269 

2 380/281 

2 380/44 

2 455/45 

2 705/52 

2 705/58 

2 705/80 

2 713/155 

2 713/161 

2 713/165 

2 713/166 

2 713/171 

2 713/176 

2 713/184 

2 713/187 

2 713/194 

2 713/200 

2 713/202 
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From A Search of 10056905 on May 31, 2005 



380/239 (6 OR, 3 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/210 .Video electric signal modification (e.g., 

scrambling) 

380/239 ..Encrypted code control signal 

705/51 (4 OR, 3 XR) 

Class 705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
705/50 BUSINESS PROCESSING USING CRYPTOGRAPHY 

705/51 .Usage protection of distributed data files 

380/241 (0 OR, 6 XR) 

Class 380 : CRYPTOGRAPHY 

380/200 VIDEO CRYPTOGRAPHY 

380/210 .Video electric signal modification (e.g., 

scrambling) 

380/240 ..including addressed decoder control signal 

380/241 ...Having program ID or authorization 

705/57 (2 OR, 4 XR) 

Class 705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
705/50 BUSINESS PROCESSING USING CRYPTOGRAPHY 

705/51 .Usage protection of distributed data files 

705/57 ..Copy protection or prevention 

713/193 (0 OR, 5 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/189 DATA PROCESSING PROTECTION USING CRYPTOGRAPHY 

713/193 .By stored data protection 

380/202 (1 OR, 3 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/201 -Copy protection or prevention 

380/202 ..Having origin or program ID 

380/240 (2 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/210 .video electric signal modification (e.g., 

scrambling) 

380/240 ..Including addressed decoder control signal 

380/277 (0 OR, 4 XR) 

Class 380 : CRYPTOGRAPHY 
380/277 KEY MANAGEMENT 

380/280 (2 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 
380/277 KEY MANAGEMENT 

380/278 .Key distribution 

380/279 ..Key distribution center 

380/280 ...Control vector or tag 
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4 380/30 

Class 

380/28 

380/30 

4 380/45 

Class 
380/277 
380/44 
380/45 

4 705/54 

Class 

705/50 
705/51 
705/52 
705/54 



713/181 
Class 
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(1 OR, 3 XR) 
380 : CRYPTOGRAPHY 

PARTICULAR ALGORITHMIC FUNCTION ENCODING 
.Public key 

(0 OR, 4 XR) 
380 : CRYPTOGRAPHY 
KEY MANAGEMENT 

.Having particular key generator 
..Multiple key level 

(3 OR, 1 XR) 

705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
BUSINESS PROCESSING USING CRYPTOGRAPHY 

.usage protection of distributed data files 
..Usage or charge determination 
...Adding plural layers of rights or 

limitations by other than the original producer 

(0 OR, 4 XR) 



713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 
SYSTEMS: SUPPORT 
713/150 MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 

713/168 .Particular communication authentication 

technique 

713/181 ..Message digest travels with message 

3 380/201 (0 OR, 3 XR) 

Class 380 : CRYPTOGRAPHY 

380/200 VIDEO CRYPTOGRAPHY 

380/201 -Copy protection or prevention 

3 380/210 (0 OR, 3 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/210 .video electric signal modification (e.g., 

scrambling) 

3 380/278 (1 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 
380/277 KEY MANAGEMENT 

380/278 .Key distribution 



3 380/279 

Class 
380/277 
380/278 
380/279 

3 380/29 

Class 

380/28 

380/29 



3 705/1 



Class 
705/1 



(0 OR, 3 XR) 
380 : CRYPTOGRAPHY 
KEY MANAGEMENT 

.Key distribution 

..Key distribution center 

(1 OR, 2 XR) 
380 : CRYPTOGRAPHY 

PARTICULAR ALGORITHMIC FUNCTION ENCODING 
. NBS/DES algorithm 

(0 OR, 3 XR) 
705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
AUTOMATED ELECTRICAL FINANCIAL OR BUSINESS 
PRACTICE OR MANAGEMENT ARRANGEMENT 



3 705/53 



(0 OR, 3 XR) 
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Class 705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
705/50 BUSINESS PROCESSING USING CRYPTOGRAPHY 

705/51 .Usage protection of distributed data files 

705/52 ..usage or charge determination 

705/53 ...including third party for collecting or 

distributing payment (e.g., clearinghouse) 

3 705/59 (0 OR, 3 XR) 

Class 705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
705/50 BUSINESS PROCESSING USING CRYPTOGRAPHY 

705/51 .usage protection of distributed data files 

705/59 . .Licensing 

3 713/190 (2 OR, 1 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/189 DATA PROCESSING PROTECTION USING CRYPTOGRAPHY 

713/190 .Computer instruction/address encryption 

3 713/192 (3 OR, 0 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/189 DATA PROCESSING PROTECTION USING CRYPTOGRAPHY 

713/192 .Having separate add-on board 

3 713/201 (2 OR, 1 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/200 SECURITY 
713/201 .Computer network 

2 380/231 (0 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/210 .video electric signal modification (e.g., 

scrambling) 

380/231 ..Usage or charge determination 

2 380/237 (2 OR, 0 XR) 

Class 380 : CRYPTOGRAPHY 
380/200 VIDEO CRYPTOGRAPHY 

380/210 .video electric signal modification (e.g., 

scrambling) 

380/236 ..Modifying accompanying audio signal 

380/237 ...including digital audio 

2 380/262 (0 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 

380/255 COMMUNICATION SYSTEM USING CRYPTOGRAPHY 

380/259 .Symmetric key cryptography 

380/260 ..Symmetric key synchronization 

380/262 ...Transmitting a seed, sequence, or initial 
value 

2 380/269 (0 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 

380/255 COMMUNICATION SYSTEM USING CRYPTOGRAPHY 

380/269 .Having compression 
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2 380/281 (0 OR, 2 XR) 

Class 380 : CRYPTOGRAPHY 
380/277 KEY MANAGEMENT 

380/278 .Key distribution 

380/279 ..Key distribution center 

380/281 ...using master key (e.g., key-encrypting-key) 



380/44 

Class 

380/277 

380/44 

455/45 

Class 
455/39 



(0 OR, 2 XR) 
380 : CRYPTOGRAPHY 
KEY MANAGEMENT 

.Having particular key generator 

(0 OR, 2 XR) 
455 : TELECOMMUNICATIONS 

TRANSMITTER AND RECEIVER AT SEPARATE STATIONS 



455/42 
455/45 

705/52 

Class 

705/50 
705/51 
705/52 

705/58 

Class 

705/50 
705/51 
705/57 
705/58 

705/80 

Class 

705/80 

713/155 

Class 

713/150 

713/155 

713/161 

Class 

713/150 

713/160 

713/161 

713/165 

Class 

713/150 

713/164 



.Frequency or phase modulation 
..via subcarrier 

(0 OR, 2 XR) 
705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
BUSINESS PROCESSING USING CRYPTOGRAPHY 
.Usage protection of distributed data files 
..Usage or charge determination 

(0 OR, 2 XR) 
705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
BUSINESS PROCESSING USING CRYPTOGRAPHY 
.usage protection of distributed data files 
..Copy protection or prevention 
...Having origin or program ID 

(1 OR, 1 XR) 
705 : DATA PROCESSING: FINANCIAL, BUSINESS 

PRACTICE, MANAGEMENT, OR COST/PRICE DETERMINATION 
ELECTRONIC NEGOTIATION 

(0 OR, 2 XR) 

713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 
SYSTEMS: SUPPORT 
MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 
.Central trusted authority provides computer 
authentication 

(0 OR, 2 XR) 

713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 
SYSTEMS: SUPPORT 
MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 
.Packet header designating cryptographically 

protected data 
..Data authentication 

(0 OR, 2 XR) 

713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 
SYSTEMS: SUPPORT 
MULTIPLE COMPUTER COMMUNICATION USING 
CRYPTOGRAPHY 

.Security kernel or utility 
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713/165 ..File protection 

2 713/166 (0 OR, 2 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS : SUPPORT 
713/150 MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 
713/164 .Security kernel or utility 

713/166 ..Security levels 

2 713/171 (0 OR, 2 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/150 MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 

713/168 .Particular communication authentication 

technique 
713/171 ..Having key exchange 

2 713/176 (1 OR, 1 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS : SUPPORT 
713/150 MULTIPLE COMPUTER COMMUNICATION USING 

CRYPTOGRAPHY 

713/168 .Particular communication authentication 

technique 

713/176 ..Authentication by digital signature 

representation or digital watermark 

2 713/184 (2 OR, 0 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/182 SYSTEM ACCESS CONTROL BASED ON USER 

IDENTIFICATION BY CRYPTOGRAPHY 
713/184 .PlN/password generator device 

2 713/187 (0 OR, 2 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/187 COMPUTER PROGRAM MODIFICATION DETECTION BY 

CRYPTOGRAPHY 

2 713/194 (0 OR, 2 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/189 DATA PROCESSING PROTECTION USING CRYPTOGRAPHY 

713/194 .Tamper resistant 

2 713/200 (1 OR, 1 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/200 SECURITY 

2 713/202 (2 OR, 0 XR) 

Class 713 : ELECTRICAL COMPUTERS AND DIGITAL PROCESSING 

SYSTEMS: SUPPORT 
713/200 SECURITY 
713/202 .Password 
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able 2 
above 1 
abstmct 1 
access 1 
accessible 2 
accordance 1 
according 2 
accordingly 1 
achieved 2 
adaptation 1 
addition 1 
address 1 
advantage 1 
advantages 1 
aforementioned 1 
after 2 
again 1 
against 2 
all 3 
al ready 1 
also 5 
am 1 
an 5 

analysis 1 
analyzed 1 
and 29 
another 2 
any 4 

application 1 
arbitrary 1 
are 8 
areas 2 
as 5 
asch 2 

asymmetrical 6 
at 2 
at! 1 

available 1 
background 1 
baker 1 
based 3 
be 21 
because 1 
being 3 
belonging 4 
below 1 
binary 3 
body 1 
botts 1 
brvf 1 
but 2 
by 16 
calried 1 
can 16 
canied 1 
cannot 1 
capable 1 
carried 1 
case 3 
certain 1 
change 1 
changing 1 
channels 1 
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charmel 1 
chart 1 
citizen 1 
client 1 
clients 2 
code 16 

commissioning 3 
communications 1 
compilation 2 
compiled 2 
compiler 6 
compiles 1 
compiling 1 
completely 2 
comprises 2 
compromising 1 
conceivable 2 
concern 1 
conf 1 

confidentiality 2 
configtlre 1 
configuration 1 
conf ktl ration 1 
connection 2 
constnlction 1 
control 35 
controllers 2 
conversion 1 
convert 1 
converted 2 
copying 1 
core 1 

correspond 1 
corresponding 1 
customer 15 
customers 3 
data 18 
ddve 1 
declyption 1 
decrypt 1 
decrypted 5 
decrypting 2 
decryption 4 
defines 1 
depending 1 
depth 2 
described 1 
descrption 1 
descution 1 
desirable 1 
desired 6 
detail 1 
detailed 1 
details 1 
developing 1 
development 9 
develops 1 
device 7 
different 2 
differently 1 
direction 1 
directly 2 
disclosure 1 
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displayed 1 
does 2 
drawing 2 
drives 1 
during 5 
dwention 1 
each 2 
easily 1 
edit 4 
editing 3 
editor 4 
effect 1 
embodiment 1 
enables 1 
encrypt 3 
encrypted 24 
encrypting 2 
encryption 17 
engineedng 1 
engineering 21 
engineezing 1 
enstlre 1 
ent 1 

envisaged 1 
example 7 
executable 1 
exnmple 3 
explained 1 
export 2 
exported 2 
ext 1 
fact 1 
figure 1 
first 6 
flow 1 
first 1 
following 4 
fonnat 1 
fonuat 1 
for 36 
format 6 
formatted 1 
fozwarded 1 
from 6 
ftlrther 1 
ftmctions 2 
functional 2 
further 2 
furthermore 2 
fyld 1 

generality 1 
generally 1 
generated 1 
generation 1 
germany 2 
gom 1 

granular 1 
greater 1 
u rati on 1 
ardware 2 
has 2 
have 3 
having 3 
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head 2 
hence 1 
here 1 

hierarchical 1 
his 6 
holder 4 
horizontal 2 
however 1 
html 1 
ideal 1 

?ensdorf 1 
lustrates 1 
immovement 1 
implemented 1 
import 2 
imported 1 
imports 1 
in 37 

including 1 
incorporated 2 
initially 1 
integration 3 
internal 1 
internet 1 
intended 1 
intenzet 1 
inteputes 1 
internet 1 
into 17 
invented 1 
invention 7 
is 37 
it 10 
its 2 
itself 1 
keeps 1 
key 6 
keys 5 
knowhow 3 
known 1 
krtzmme 1 
lcnown 1 
lei the 1 
level 1 
levels 1 
If 1 

lgensdo 1 
libraries 1 
library 2 
license 1 
In 4 

Internet 1 
loaded 2 
loads 2 
long 3 
losing 1 
loss 1 
It 1 
makes 2 
matching 1 
may 6 
means 4 
mechanism 2 
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mention 1 
mentioned 1 
merely 1 
method 5 

microprocessor 2 
misuse 1 
modified 1 
modular 1 
module 1 
modules 2 
more 1 

necessarily 1 
network 1 
networks 2 
new 2 
nm 1 
not 5 
now 1 
nowhow 1 
number 1 
ny 7 

object 1 
objective 2 
obtained 2 
of 53 
office 1 
often 1 
ofthe 1 
om 1 
on 5 
only 7 
operate 1 
or 16 
order 7 
other 3 
out 3 
outputs 1 
own 2 
pa 2 
page 8 
pai r 1 
pairs 1 
paisxt 1 
paisxz 1 
parameters 2 
part 2 
partially 1 
particular 2 
particularly 1 
parties 1 
partly 1 
parts 3 
patent 4 
personnel 1 
pqp 2 

physically 1 
place 1 
plane 1 
pi ma 1 
position 1 
possible 3 
post 1 

postprocessor 3 
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poup 1 

preferably 1 
preferred 1 
preprocessor 6 
present 6 
private 2 
pro 1 

processed 1 
processing 2 
prog 1 
progmms 1 
program 34 
programmable 1 
programs 6 
progrnm 4 
progrnms 1 
project 8 
pro I am 1 
propam 1 
propams 1 
propnms 1 
proram 1 
protect 2 
protected 3 
protecting 1 
provam 1 
provide 2 
provided 1 
provides 1 
public 7 
pumose 1 
pupose 1 
purpose 2 
quick 1 
quickly 1 
quite 1 
ram 1 

ransfening 1 
ransport 1 
read 2 
received 1 
receives 1 
reference 1 
relates 1 
released 1 
remain 2 
remains 1 
require 2 
requi red 1 
resides 1 
residing 1 
result 1 
results 1 
ret 1 
rgen 1 

rockefeller 1 
route 1 
routines 1 
run 1 
runs 1 
same 2 
saved 1 
second 6 
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senseless 1 
separated 1 
server 2 
service 1 
since 2 
so 2 

software 6 
soltware 1 
spbcwi cation 1 
specialist 5 
specif c 1 
specific 3 
specifically 1 
speed 1 
sset 1 
standard 4 
standardized 2 
start 1 
stored 1 
stores 1 
such 1 
summary 1 
supplier 10 
symmetrical 1 
system 26 
systems 4 
takes 1 
target 3 
team 3 
teams 1 
teclmique 1 
teclmiques 1 
tenm 1 
tenn 1 
term 2 
text 4 
texts 2 
that 12 
the 190 
their 1 
them 2 
then 2 
there 2 
therefore 8 
these 1 
they 1 
third 1 
this 8 
time 2 
tile 1 
to 42 
tool 1 
tools 2 
transfening 1 
transfer 3 
transferring 3 
transmission 4 
transmit 2 
transmitted 1 
transported 1 
ttpublic 1 
two 1 
types 1 
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typically 1 
unauthorized 2 
unencrypted 5 
unit 1 
up 1 
urn 1 
use 4 
used 5 
user 4 
uses 4 
using 3 
usual 1 
vertical 2 
via 5 
ware 1 
way 2 
web 2 
which 12 
while 2 
wholly 2 
whom 1 
whose 1 
widespread 1 
will 1 
with 9 
without 4 
wvention 1 
xml 6 
york 2 
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